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Proposal for enhancing online safety of children on platforms

1. Sending unsolicited explicit, Al generated, or otherwise objectionable
content in private messages classified as a crime

Problem: Children are routinely sent inappropriate content through social networks and
chat applications without their consent - be it pornography (sexually explicit content),
sexual incentives, violent or manipulative material. Recently, content created by
(generative) artificial intelligence (synthetic or defective) has also been on the rise. As
such, children and young people can easily become targets for (Al) creators that share
fake intimate materials or mocking videos. Thanks to easy access to Al applications
children can also be in a role of creators of such content. . They can end up with strong
feelings of shame, helplessness or guilt in a completely authentic way. Moreover,
deep nudes and/or fake nudes applications further support the speed and
uncontrollability of content dissemination. These forms of behavior are not always
clearly classified as criminal.

Suggested solution: Introduce a uniform EU legislative standard that would consider
sending explicit or objectionable content to a child as a crime, regardless of the
sender’'s motivation. Platforms should be obliged to implement technologies to
automatically detect and block such content directed to children’s accounts. Adult
users should then be able to choose whether they want to receive such content or not.

2. Platforms must provide visible links to help and reporting tools

Problem: Many children do not know where to turn while in danger. Links to help are
often hidden or do not exist in a child-friendly format.

Suggested solution: Require all platforms accessible to children in the EU to display a
visible and permanently available link to report harmful content and help on every
page or screen of their app. These links must be localized, age-appropriate and linked
to national helplines and awareness projects.

3. Establish a mandatory fund or advertising space for prevention and
education

Problem: Platforms generate advertising profit from, among other things, children's
activities. At the same time, they contribute only marginally to prevention.

Suggested solution: Introduce an obligation for large platforms to either contribute to a
fund to support awareness and digital literacy, or allocate part of their advertising
space (approx. 1%) to awareness campaigns in the areas of child safety, mental
health, or cyber prevention.

4. Regulate algorithms and delivery systems that serve content to children

Problem: The algorithms that decide what content a user sees often increase the risk
of exposing children to harmful, addictive, or inappropriate content. Children are
particularly vulnerable to personalization that promotes extreme or inappropriate
content due to their age and cognitive development.
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Suggested solution:

Require simple delivery algorithm settings for child accounts that limit
personalization based on engagement (e.g., watch duration, clicks, etc.);

allow parents or caregivers to manage algorithm settings;

require platforms to be transparent about how algorithms work for underage
users and to test them for safety;

ban algorithms that promote “infinite scrolling” or “viral recommendations” for
children under 13 without specific approval.

5. Make age verification on adult (18+) websites or apps truly effective

Problem: The issue with age verification for accessing websites or applications with
adult content (18+) lies in the fact that Czech law (as well as the legislation of most
EU countries) does not clearly or mandatorily define what such a disclaimer (age
statement) should look like or how age verification should be technically implemented.
The most common solution ("By clicking, you confirm that you are 18 years old") is

easily

bypassed and has no real verification value. A child can proceed without the

system actually verifying their age.

Suggested solutions:

Establish legal standards. There is no law or regulation that definitively

establishes:

o what exact wording should be used for the age disclaimer;

o what method of verification is considered sufficient;

o whether active user action is required (e.g. checking a box, entering a date
of birth, scanning an ID card, etc.).

Use effective technical measures. Websites often do not use any real age-gating
mechanisms (e.g. bank identity, ID card, third-party verification), even though
such measures would be technically possible. A European Digital Wallet could
also be a solution.

Establish a framework for liability. It is unclear at what point a website operator
is no longer liable, whether a warning is sufficient, or the operator must actively
prevent access by minors.



