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The Better Internet for Kids (BIK) Policy Monitor is a tool used to compare and
exchange knowledge on policy making and implementation in EU Member States,
Iceland and Norway on the pillars and recommendations of the European Strategy
for a Better Internet for Children (BIK+ strategy). The 2024 edition of the BIK
Policy Monitor report examines the implementation of the BIK+ strategy in 29
European countries, including all EU Member States, Iceland, and Norway.

The country profile outlines findings about the implementation of the BIK+ strategy
based on BIK policies and BIK+ actions across the strategy’s three pillars as
surveyed in the BIK Policy Monitor (as per February 2024). Download the full BIK
Policy Monitor report 2024 from the Better Internet for Kids website.

BIK policies

Policy frameworks

Policy frameworks describe the overarching approach for a better internet, and
establish the underlying goals, principles and guidelines that shape individual
policies within this area.

e This topic is comprehensively addressed with children’s online protection,
digital empowerment and digital participation incorporated into
national/regional laws, regulations and policies.

e There are separate, dedicated policies that address children and the
digital environment (protection, empowerment, and participation).

e The BIK / BIK+ strategy is not explicitly referred to in national policies
but has informed policy development on children and the digital environment

e National/regional policies and policy documents explicitly recognise
children’'s rights in the digital environment.
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Medium
Coverage of BIK+ issues in national policies X
Integration of policy provision X
Influence of the BIK+ strategy X
Recognition of children’s rights X

Table 1: Topic summary - policy frameworks

Key national policy frameworks are:

Law 71 of 2017, “"Regulation for the safeguarding of minors and the
prevention and tackling of cyberbullying” was established to combat the
phenomenon of cyberbullying in all its manifestations.

Agcom resolution 9/23/Cons, in Italy SIM cards registered to minors are
preset to block access to "inappropriate content".

Legislative Decree No. 196 of 30 June 2003 for the application of the General
Data Protection Regulation.

Article 7 bis Systems for protecting minors from the risks of cyberspace.
Legislative Decree of 04/30 /2020 n. 28

Law No. 675 of 31 December 1996 and regulated subsequently by the
Personal Data Protection Code (Legislative Decree No. 196 of 30 June 2003)
as amended by Legislative Decree No. 101 of 10 August 2018, which also
established that the Italian Data Protection Authority is the supervisory
authority responsible for monitoring the application of the General Data
Protection Regulation.

The National Plan for the Digital School (PNSD) puts the acquisition and
enhancement of students' digital skills at the centre of improvement actions,
making digital technology a fundamental teaching tool for enhancing
students' curriculum. Many schools have taken steps to promote the
acquisition of digital skills by experimenting with and implementing Digital
Curricula in formal educational institutions, encouraging participatory
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https://www.coe.int/en/web/cyberviolence/-/italy-regulation-for-the-safeguarding-of-minors-and-the-prevention-and-tackling-of-cyberbullying
https://www.coe.int/en/web/cyberviolence/-/italy-regulation-for-the-safeguarding-of-minors-and-the-prevention-and-tackling-of-cyberbullying
https://www.agcom.it/agcom-per-te/i-miei-diritti/tutela-dei-minori-parental-control
https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:decreto.legge:2020-04-30;28!vig=
https://www.istruzione.it/scuola_digitale/allegati/2016/pnsd_en.pdf

Better Internet for Kids

Better Internet for Kids (BIK) Policy Monitor Country Profile
2024: ITALY

planning experiences to create, test and make available to all schools new
innovative, structured, open educational curricula capable of putting the
student at the centre and involving the wider school community.

Resolution no. 7/24/CONS Guidelines aimed at ensuring influencers'
compliance with the provisions of the Consolidated Law and the establishment
of a specific technical table.

Art. 13 of the Decree Law n. 123/2023 states that “In order to ensure a safe
digital environment for minors, providers of electronic communications
services shall ensure the availability of parental control applications in
contracts for the provision of electronic communications services”.

Art.8 of the Italian Digital Administration Code, adopted with the Legislative
Decree n. 82/2005, states that the State and public administrations shall
promote initiatives to encourage the dissemination of digital culture among
citizens, with particular attention to minors and categories at risk of
exclusion. This code also aims to encourage the development of legal IT skills
and the use of public administrations' digital services through specific and
concrete actions.

Policy design

Policy design asks whether evidence and research support BIK-related policies and

whether systems are in place for monitoring and evaluating those policies.

There is a regular (e.g., annual or bi-annual) nationally
representative survey specifically focused on children’s digital activity
which informs national policies on this topic.

Systems are in place at the government level to gather information
on children and the digital environment (e.g., dedicated research units,
think tanks or commissions).

Existing national research funding is available for research on children
and the digital environment but this is not explicitly specified.
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https://www.lexology.com/library/detail.aspx?g=eb4f7b9f-2c27-461e-a7d9-1b6c021669c5
https://diariodarepublica.pt/dr/en/detail/decree-law/123-2023-835674288
https://www.cip.srl/documenti/Codice_Amministrazione_Digitale_D.lgs._85-2005.pdf
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Policies undergo systematic and regular monitoring and evaluation to
assess the effectiveness of actions in different contexts and to take account of
new technologies or emergent risks.

High Medium Low Other
Regular data collection X
Other information supports X
National research fund X
Monitoring and evaluation X

Table 2: Topic summary - policy design

Recent national research studies include:

e The Italian National Institute of Statistics conducts surveys and collects data

on cyberbullying and hate speech regularly. Moreover, several public and
private institutions carry out qualitative and quantitative research and studies
focused on children's digital activity which informs national policies on this
topic every year.

In 2014, the Communications Authority set up the Permanent Observatory for
the guarantee and protection of minors and the fundamental rights of the
person on the Internet in order to analyse issues related to the use of the
Internet and social networks and to verify the effectiveness of the procedures
adopted by operators. The phenomena monitored are incitement to hatred,
threats, harassment, bullying, hate speech and the dissemination of
deplorable content.

Law No. 451 of 1997 established the Parliamentary Commission for Childhood
and Adolescence and the National Observatory for Children, which regularly
carries out fact-finding investigations, last October 2023, a fact-finding
survey on the impact of the Internet and new technologies on the
psychophysical health of minors was carried out.
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https://www.minori.gov.it/en/national-observatory-childhood-and-adolescence
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Policy governance

Policy governance examines how policies are coordinated at the governmental
level, whether other implementation bodies are involved in their delivery, and
whether structured mechanisms are available to guide their implementation.

e There is one central body (e.g., central ministry office, public agency
or regulatory authority) that is formally mandated to lead and develop
policies, guidelines and programmes relating to children and the digital
environment, if necessary, in consultation with other departments.

e A clearly defined coordination function is in place, involving all relevant
stakeholders and encompasses the cross-cutting policy issues relating to
children and the digital environment.

e There is a defined national action plan for children and the digital
environment with accountabilities such as defined timelines, assigned
responsibilities, or key performance indicators (KPIs).

Lead ministry for policy development X
National coordination body X
National action plan or strategy X

Table 3: Topic summary - policy governance

Although Ministries, Agencies and other Public Authorities are each responsible for
their jurisdiction, the Ministry of Education, as coordinator of the Safer Internet
Centre (SIC), is formally the national point of reference for the implementation of
awareness-raising activities and actions relating to education and training.

The Ministry of Education, as coordinator of the Italian SIC, has involved all the
public bodies for each responsibility: Authority for children, Personal Data
Authority, Communications Police, Cybersecurity Agency, and the Ministry for the
family.
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Law 71 gives the Ministry of Education the task of coordinating an interministerial
table that creates an action plan for activities against cyberbullying every two
years. Moreover, the Ministry of Education, as coordinator of the Safer Internet
Centre, carries out every year a work program involving ministries and authorities
to promote a better internet for kids, with key performance indicators to assess the
plan.

Stakeholder involvement

Stakeholder involvement enquires how different stakeholders can participate in
policy development. Children’s involvement in policy-making is one such key issue.
Additionally, international knowledge exchange about children's digital participation
is also relevant to this topic.

e There is a designated multi-stakeholder forum in place which facilitates
the involvement of all relevant stakeholder groups.

e Members of the public are regularly and routinely consulted as part of
the policy development process.

e Children are actively involved in the design of policies related to their
participation in the digital environment. There are specially designed
structures in place for this purpose.

e Policymakers actively participate in various EU-level and other
international inter-governmental groups related to the topic.

High Medium Low Other
Stakeholder forum X
Public consultation X
Involvement of young people X
International knowledge exchange X

Table 4: Topic summary - Stakeholder involvement
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The Ministry of Education, as coordinator of the Italian SIC, has set up a
government-led advisory board with relevant stakeholders, government
departments, civil society, public agencies, law enforcement, industry, and
academia to develop policies regarding children and the digital environment.
Moreover, Law 71 gives the Ministry of Education the task of coordinating the inter-
ministerial table.

The Ministry of Education has a structured and regular public consultation system
with students and families. The regional councils and the national council propose
and discuss with the Minister of Education. Other Ministers and Public authorities

have consultation systems that are activated when required.

BIK+ actions

Pillar 1 - safe digital experiences

Safe digital experiences refers to actions taken to protect children from harmful and
illegal online content, conduct, contact, and risks as young consumers and to
improve their well-being online through a safe, age-appropriate digital environment
created in a way that respects children’s best interests.

Responses to EU laws:

e Article 15 of Decree-Law No. 123 of 2023 designated the Communications
Regulatory Authority (Agcom) as the Digital Services Coordinator. The
Communications Regulatory Authority and the European Commission have
signed a collaboration agreement to apply the rules of the Digital Services Act
(DSA) regulation.

e The Ministry of Education, as coordinator of the Italian SIC, plans to spread
the DSA among children and Young people during the 2024 - 2025 project.

e The Communications Authority has recently adopted guidelines that define a
set of rules aimed at influencers. The provisions concern, in particular,
measures regarding commercial communications, protection of fundamental
rights of the person, of minors and the values of sport, providing a
mechanism of reminders and orders aimed at removal or adaptation of
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https://www.generazioniconnesse.it/site/
https://www.agcom.it/
https://www.agcom.it/
https://eur-lex.europa.eu/EN/legal-content/summary/digital-services-act.html
https://eur-lex.europa.eu/EN/legal-content/summary/digital-services-act.html
https://www.generazioniconnesse.it/site/
https://www.lexology.com/library/detail.aspx?g=eb4f7b9f-2c27-461e-a7d9-1b6c021669c5
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contents. In the case of content with product placement, influencers are
required to include writing that highlights the advertising nature of the
content in a readily and immediately recognisable way.

Addressing harmful online content:

e Article 2 of Law 71/2017 gives the Privacy Authority the power to issue orders
for the removal of online content that falls within the definition of
cyberbullying. Moreover, the Postal Police has the power to remove content
which is potentially harmful to children

Addressing harmful online conduct:

e Art. 1 of Law 71/2017 defines cyberbullying as any form of pressure,
aggression, harassment, extortion, insult, denigration, defamation, identity
theft, alteration, illegal acquisition, manipulation, illegal processing of
personal data to the detriment of minors, as well as the dissemination of
online content, including to one or more members of the minor's family, the
intentional and predominant purpose of which is to isolate a minor or a group
of minors by means of serious abuse, harmful attacks or ridicule. Moreover,
the Italian penal code provides for specific criminal offences concerning
revenge porn and child pornography.

e Art. 2 of Law 71/2017 grants each child as well as each parent or person
exercising responsibility for the child who has been bullied, the possibility of
making a request to the data controller or the operator of the website or
social media for the blocking, removal or blocking of any other personal data
of the child, disseminated on the internet.

e The Italian penal code provides for specific offences in the area of revenge
porn and non-consensual sharing of intimate images. Article 612-bis of the
Penal Code specifically addresses the dissemination of private images without
consent, outlining penalties for those who distribute, disclose, or make
available to others images or videos portraying the sexual or intimate acts of
others without authorisation. This provision applies regardless of the victim's
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https://www.coe.int/en/web/cyberviolence/-/italy-regulation-for-the-safeguarding-of-minors-and-the-prevention-and-tackling-of-cyberbullying
https://www.coe.int/en/web/cyberviolence/-/italy-regulation-for-the-safeguarding-of-minors-and-the-prevention-and-tackling-of-cyberbullying
https://www.coe.int/en/web/cyberviolence/-/italy-regulation-for-the-safeguarding-of-minors-and-the-prevention-and-tackling-of-cyberbullying
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age and aims to protect individuals from the harmful consequences of the
actions.

e Article 144-bis of the Italian Privacy Code stipulates that anyone, including
minors, who has reasonable grounds to believe that audio, image or video
recordings or other computer documents with sexually explicit content
concerning them, which are intended to remain private, may be sent,
delivered, transmitted, published or disseminated through digital platforms
without their consent, has the right to report the risk to the Data Protection
Authority, which shall take action within 48 hours of receiving the report

Age verification and digital identity systems:
e The Privacy Authority and the Communications Authority have set up a joint
table to promote a code of conduct that would lead digital platforms to adopt
systems for verifying the age of young users accessing online services.

e Digital identity systems are available for minors in Italy. The Guidelines
provide different rules and services for minors over 14 and for those between
five and 13.

In

InfElEEe development

Not in place Other

DSA legislation enacted X

Codes of practice of digital services X

Consumer code of practice

Definition of harmful content

Children’s complaints mechanism

Bodies can order content removal

Intimate image abuse laws

X | X | X | X | X | X

Cyberbullying laws

Age verification for adult content X

Digital identity systems X

Table 5: Topic summary - pillar 1: safe digital experiences
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Pillar 2 - digital empowerment

Digital empowerment incorporates actions so that all children, including those in

vulnerable situations, acquire the necessary skills and competences to make sound

choices and express themselves in the online environment safely and responsibly.

Supports in formal education:

The National Plan for the Digital School (PNSD) puts the acquisition and
enhancement of students' digital skills at the centre of improvement actions,
making digital technology a fundamental teaching tool for enhancing
students' curriculum. Many schools have taken steps to promote the
acquisition of digital skills by experimenting with and implementing Digital
Curricula in formal educational institutions, encouraging participatory
planning experiences to create, test and make available to all schools new
innovative, structured, open educational curricula capable of putting the
student at the centre and involving the wider school community.

The Communications Authority has recently adopted guidelines that define a
set of rules aimed at influencers. The provisions concern, in particular,
measures regarding commercial communications, protection of fundamental
rights of the person, of minors, and the values of sport, and providing a
mechanism of reminders and orders aimed at removal or adaptation of
content. In the case of content with product placement, influencers must
include writing that highlights the advertising nature of the content in a
readily and immediately recognisable way.

The National Plan for the Digital School (PNSD) puts the acquisition and
enhancement of students' digital skills at the centre of improvement actions,
making digital technology a fundamental teaching tool for enhancing
students' curriculum. Many schools have taken steps to promote the
acquisition of digital skills by experimenting with and implementing Digital
Curricula in formal educational institutions, encouraging participatory
planning experiences to create, test and make available to all schools new
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innovative, structured, open educational curricula capable of putting the
student at the centre and involving the wider school community.

The Ministry of Education has issued guidelines for a) preventing and
combating cyberbullying and b) for the positive use of technology at school.

Italy has rules and guidelines about developing teachers’ digital competencies
as part of their pre-service training for all education levels. The ministry also
recently introduced rules to mandate in-service training on digital education
from the 2023-24 school year by creating a new integrated platform, Futura,
to deliver online training to school staff on digital teaching topics and schools'
digital transformation. The Futura platform complements the S.O.F.I.A
platform that teachers can use to find and access online professional
development courses on a range of topics from various (government-
approved) providers.

Informal education:

The Ministry of Education, in collaboration with the Communications Police, is
conducting an informal educational campaign throughout the country about
the positive use of technologies and risks. The campaign is named Vita da
Social, and it is implemented with a truck equipped with laptops, an internet
connection, and other instruments.

The Ministry of Education, as coordinator of the Italian SIC, has also
developed peer-to-peer training courses for target groups. Those pathways
include peer-to-peer training for parents, teachers and youth.

Empowering through digital skills:

The National Plan for the Digital School (PNSD) provides specific digital
education and media literacy curricula. Children and young people from
diversified demographic groups are involved in a youth platform. The
panellists - 40 boys and girls - are selected voluntarily. The panellists are
involved in the SIC activities and encouraged to express their views,
contribute to the ‘Action’ activities, and strengthen their knowledge and
experience in using online technologies. Some panellists are trained and
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assisted in working as journalists to produce their own publications on themes
central to the action. Some take on the task of acting as Safer Internet
Ambassadors. Others are consulted in response to queries from the
Consortium and the European network and contribute to consolidating the
European Youth platform.

In

InfZleee development

Not in place Other

Teaching online safety

Online safety policies in schools

Adequate teacher training

Informal education about online safety

Peer-to-peer training in online safety

Support for digital literacy skills

X | X | X | X | X | X | X

Children’s media literacy

Challenge hate speech/digital civil

X
courage

Table 6: Topic summary - pillar 2: digital empowerment

Pillar 3 - active participation, respecting children’s rights

Active participation, respecting children’s rights, refers to actions which give
children and young people a say in the digital environment, with more child-led
activities to foster innovative and creative safe digital experiences.

Active participation:

e The Italian SIC regularly collaborates with private organisations and public
bodies to create campaigns aimed at young people on civic engagement in
the digital world. Its Youth Panel group comprises 40 young people from all
over Italy. These kids support the SIC in producing video campaigns created
by kids for their peers.
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e The Ministry of Education has several formally established bodies to promote

youth involvement in decision-making processes. The National Council of
Presidents of Cosulta (CNPC) is established within the Presidential Decree
567/96. The provincial student council is also an institutional body on a
provincial basis. It comprises two students from each upper secondary school
in the province, elected directly by their classmates.

Children are actively involved in designing policies related to their
participation in the digital environment. The structures designed to include
children and young people are the Youth Panel under the Safer Internet
Centre and the National Centre for Fighting Against Child Pornography on the
Internet (Ital. acronym: CNCPO) for school consultation. The first one is
designed to meet policymakers, institutions, authorities, and information and
communication technology (ICT) industries to directly discuss how to improve
the internet from the youth's perspective.

The CNCPO represent coordination and representation at a national level,
through the national council, where students have the opportunity to
exchange information, devise integrated projects, discuss common problems
and engage with the Ministry of Education, formulating solutions and
proposals.

Inclusivity:

The SIC coordinates three national awareness campaigns each year aimed at
young people and children to raise awareness of the problems and potential
of the Internet. Furthermore, all private organisations and public institutions
carry out awareness-raising activities in collaboration with the Ministry of
Education in schools throughout the national territory. Campaigns include the
Vita da Social campaign, the Estate in Rete campaign, the il mese della
Sicurezza campaign, and the Back to School campaign.
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Digital creativity:

e The Privacy Authority, the Communications Authority, the Children's
Authority, and the Ministry of Education, as coordinator of the Italian SIC, are
all committed to promoting positive digital content and services for children.
During the national Campaign, all service providers, schools, and
organisations are invited to send their positive projects to spread them
around Italy. Each year, the Ministry of Education promotes a competition for
schools to encourage children's digital creativity and to promote creative uses
of digital technologies.

In

In place development Ot in place Other
Activities to promote active participation X
Laws that mandate youth participation X
Awareness raising on children’s rights X
Inclgsiyengss regarding active X
participation
Child-friendly versions of policy X
documents
Positive digital content X
Activities encouraging digital creativity X

Table 7: Topic summary - pillar 3: active participation, respecting children's rights

Best practices

Example 1

Youth panel roundtables

As part of its Back to School activities, the Italian Safer Internet Centre (SIC)
hosted a round table among the Youth Panel and the Public Affairs Managers of the
companies Meta, Google and TikTok to discuss relevant questions concerning young
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people and their participation in online platforms and suggest priorities within this

area of work.

In preparation for the Back to School round table, the Youth Panel has been
involved in several training activities. These Activities Involved analysing TikTok,
YouTube, and Instagram digital platforms by identifying the critical issues and
proposals in access and use present within the three platforms.

The training activities allowed the Youth Panel to proactively participate in the Back
to School event, developing an analysis of the critical issues of each digital
platform. The overall objective of the round table was to encourage youth
participation by creating meaningful spaces for youth to discuss technology-related
opportunities and challenges to ensure inclusiveness, empower youth, and engage
in regular dialogue and consultations with relevant stakeholders to undertake

concrete actions.

Example 2

Video Campaigns

The video campaign is created every year on topics relating to the use of
technology. We are Fearless is a video campaign that explores the issues of youth
on the Internet in a friendly way.

Example 3

Teachers’ panel

The Teachers Panel has the task of collaborating on educational initiatives on Digital
Citizenship Education. The Teachers Panel represents a space for discussion with
and between Italian teachers in a structured and continuous way, through which
the Generazioni Connesse project will build and strengthen its bond with the
teaching staff, also involving them in its strategic planning mechanisms. The
teachers who will participate in the panel are, in fact, committed to providing
contributions, suggestions, and proposals to the project on the topics it proposes.
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BIK+ index 2024: Italy

The BIK+ index has been developed to provide an aggregated at-a-glance overview
of the levels of implementation across the two dimensions, BIK policies and BIK+
actions, in Italy compared to the EU27+2 average. Values are shown in per cent.

Policy frameworks

P2 - Digital empowerment Policy governance

P1 - Safe digital experiences‘ Stakeholder involvement

BEU27+2 average Mltaly

Figure 1: BIK+ index 2024: Italy - EU27+2 average comparison
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