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Goal elD project

Proof of identity

To give Belgian citizens an electronic identity card
enabling them to authenticate themselves towards

diverse applications and to put digital signatures

\ Signature tool

BELGIE BELGIQUE BELGIEN BELGIUM
IDENTITEITSKAART CARTE DIDENTITE ~ PERSONALAUSWEIS IDENTITY CARD

N° d'dentification du Registre national / identification number of the National Register

Naam / Name Dupont
Voormamen / Given names Sophie
— Geboorteplaals en -datum / Place and dafe of birth ~ Geslacht / Sex Lieu de délivrance / Place of issue
Namen 01 MEI 1960
Nationalteit Belg Autorité / Authority
Kaartnr. / Card No
000-0001000-00
Geldig van - tot / Valid from - until
02.04.2003 - 02.04.2008
Handtekening van de houder / Holder’s signatuse:
I<KBELOOOOOOOO0DO0<<<<<<<<<<K<K<<L txe
[

S5001013F0806017BEL<<<<<<<K<<LL
VAN<KPASSEL<<MICHAEL<<<<<<K<<<
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Information on the chip

Electronic
identification
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From an electronic point of view the chip
will contain the same information as
prlnted on the card, filled up with :

the identity and signature keys
» the identity and signature certificates
» the accredited certification service furnisher

» information necessary for authentication of the
card and securization of the electronic data

» the main residence of the holder
(Currently) no encryption certificates
No biometric data (yet)

No electronic purse
No storage of other data



Electronic Identity Card (EID)

BELGIE BELGIQUE BELGIEN BELGIUM

IDENTITEITSKAART CARTE D'IDENTITE = PERSONALAUSWEIS IDENTITY CARD

= Geboorteplaats en -datum / Place and date of birth Geslacht / Sex
= Namen 01 ME! 1960 v
3 N

| Natonalten gy

Kaartr. / Card No
000-0001000-00

Geldig van - tot / Valid from - urtil

02.04.2003 - 02.04.2008 f, 3{

Handiekening van de houder / Holder's signaturs.

il

BELGIE E BELGIEN BELGILIM

A3 B 040000001
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Belgian citizen >12 year

Children <12 year

Foreign residents



Kids-ID fedict

> Call-center Number

Ten woordele van :

« Cascade \y

child focus

> NO e-Signature

IDBELO00610056<4015<<<<<<<<<<<

9906013F0910318BEL990601002003
GOOSSENS<<ANNE<<LOUISE<F<<<<<LL m

J
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Examples of child-safe websites f
SaferChat

« Safe chatting on secured chatboxes with your elD.
« www.saferchat.be

chat.be

* The secured chatbox of chat.be.
e www.chat.be

kidcity.be

* The secured chatbox of Skynet.
 www.Kidcity.be

Also other segments have requested closed chat
environments:

« Elderly
 (Certain professions

© fedict 2007. All rights re



elD : statistics around production
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Dupant
‘Gabooriuplasis en sium / Plac and dais of it Geslaci / Sex
Ptonattot
Pabanatty

./ Con

Naman
4 o
amw. d
'000-0001000-00
s
e Y
.9 i
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National elD:
« >/ Mio cards issued
 ~10 000 produced cards/day
« 2009 : end of distribution to all Belgian citizen
« 8 million cards > 12 year

Kids-ID:
* 1,3 million cards < 12 year
« ~300.000 cards/year

Cards for foreign residents:
2007 ~1,5M EU + non-EU

Source : Fedict, July 2008



elD: data capturing

______ BEILGIQUE RBEIGIEN BELGILIM
IDENTITEITSKAART CARTED'IDENTITE  PERSONALAUSWEIS IDENTITY CARD

RELQIE
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., Identity Card o [
[dertiteit I Eertiﬁcatenl K.aart & PIN I Dptiesl
BELGIE BELGIQUE BELGIEN BELGIUM
IDENTITEITSKAART CARTE D'IDEMTITE PERSONALAUSWEIS IDENTITY CARD
3 | dentitet
A Maam
= SPECIMEN
Yoornamen
Alice Geldigekaart0783 A
Geboorteplaats Geboortedatum Geslacht M ationaliteit
Hamont-Achel Q1011970 F be
Title Mationaal Murmer
T1.71.81000.70
— K.aart Info - Ades
Chip Murnmer Straat
534 CAB4ERSG00ZBS CFF 232 CFana0 Meirplaatz 1 bus 1
K.aart Murnmer Poztcode Maam Land
Q00 QOO0TEE 07 2000 Antwerpen be
Lieldig Van Tot — Speciale Status -
2EINZZ200 2EMNZ2005 _ Q s
I [ fitte Skak 7
Uitreikingzgemeente 4
FETES [ Gele Stok.
[ Minderjarigheid
Gereed v
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Some comments

No digital divide despite elD

Citizen is in control

Study for additional protection of data:
* Multiple PIN ?
» User friendly?
* Risk of mis-use of enhanced security



Contents of the chip
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IDENTITY

authentication

(=]

digital signature
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ADDRESS

RRN SIGN RRN SIGN
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Multiciplity of elD applications

Driver’s license

healthcare home banking

BELGIE BELGIQUE BELGIEN BELGIUM
IDENTITEITSKAART CARTE DYIDENTITE ~ PERSONALAUSWEIS IDENTITY CARD

N -datum / Place and dats of birlh  Geslacht / Sax

student cards Proof of membership

be

11

e-commerce
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= What can be done with the elD? fed

» Local Applications:

» e-loket :
* Requesting attestations (vb. mariage, birth..)
* Requesting change of address

» School enrolments

» Enrolment/access to libriaries
» Access to swimming pools

» Access to container parks

» Electronic declaration of death
)
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S.T.0.R.K. Consortium fedici™
> 13+1 Member States

» Austria
» Belgium
. EStonIa IDENTITY
* France A CROSS

BORDERS

) Italy LINKED
* |celand
« Germany

« Luxembourg

* Netherlands

« Portugal

* Slovenia

* Spain

* Sweden
UK

=~ 29 Partlc:lpants

www.eid-stork.eu
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Maria-Theresiastraat 1/3
Bruxelles 1000 Brussel
TEL +32 2 212 96 24
FAX +32 2 212 96 99
Frank.leyman@fedict.be

www.belgium.be/fedict
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