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“It’s fun to do things that one isn’t allowed to do....Things you're
allowed to do are boring”

Boy, 12 years
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Varieties of online risk researched In
Europe

Commercial | Aggressive Sexual Values
Content Advertising, Violent/ Pornographic/ Racist, biased or
Child as spam, gruesome/ unwelcome misleading info/
recipient sponsorship hateful content sexual content advice (drugs etc)
Contact Tracking/ Being bullied, Meeting Self-harm,
Child as harvesting harassed or strangers, being unwelcome
participant personal info stalked groomed persuasion

uct Gambling, Bullying or Creating and Providinm

Child as hacking, illegal | harassing uploading porn suicide/
actor downloads another material pro-anorexic

Source: Hasebrink, Livingstone, & Haddon, 2008

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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“I have stopped using
deiligst.no [delicious.noJand "=

penest.no [prettiest.no],
because every time | st
uploaded a picture of myself —————|

gallenser.

older people provoked me, ...
they were pedo [paedophiles] e
the whole bunch...only i

thinking of tits and pussy” e

iekkert?

B (o] el -Rol Tol Hel ol (ol lel Tel. (1050 100

(14 year old female)

ertekropp

B CMNkE FAUE

Source: Staksrud, Bae Brantzaeg, Hagen and Wold — forthcoming Ei
Dept. of Media & Communicatl
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Public policy regarding the Internet
framed by

1. Rapid diffusion and development

2. Endemic cultural fear of the new — framed by media
(e.g. grooming, pornography), children mostly
portrayed as innocent victims

3. Reverse generation gap — children know more, use
more and evade adult management

4. E.g. European Commission’s Safer Internet Action
Plan has since 1999 focused on children as V|ct|ms
— also in terms of bullying — or “techno savvy”

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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What is Cyber-Delinquency?

In 2001, the European Council passed “Agreement of Cyber-Delinquency” then
signed by all the participating countries.

This agreement classified computer crimes in four different categories, (which can
also be seen in almost every National Criminal Code):

— Crimes against confidentiality, integrity and the availability of data
and computer systems

— e.g. hacking, stealing passwords
— Crimes of falsification and computer fraud

— e.g. pretending to be someone else, e.g. MSN, falsify
schoolwork

— Crimes related to content, such as child pornography

— e.g. publication of pictures of others, creation of illegal
content, defamation, aggression

— Crimes related to copyright
— e.g. lllegal download, violation of copyright

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo



FBI seizes computers

from high-school hackers

‘Lord Flathead’ and pals had access
to bank but never did any business

Haw Viork Timas

NEW YORK — A group of -llusl

O teen-age compuler wsers
into a Chase Manhattan Bank :-nm-
r mmstallaben by telephone In

4" guardian.couk
al |

News | Sport | Comment | Culture | Business | Money | Life & style “F [ A & l'l.
NEWS

> Education > Scho
Pupils posing as paedophﬂes in cyber-
bullying, police warn

trap in e r svsiem Chat
traced the calls to homes in the San
Diego area v maght, nearly 50

FBI agents armed with search war-
rants sexzed 35 personal compoters
from the homes bul made ne ar-

we FBI and I
Eman al one of

victory

A Norwegian teenager who helped crack a code meant to protect the
content of DVDs won full backing from an Oslo court on Tuesday. The

Steven Meorris
The Guardian, Thursday April 10 2008

Arficle history

Children as young as 10 may be posing as predatory paedophiles on
internet netwarking sites to frighten boys and girls they have fallen out
with, police revealed yesterday. Officers have warned parents and
children to be vigilant after as many as nine youngsters in Padstow,

corparations and

of America.

Cornwall, were targeted through the networking sites Bebo and MSK.

"David" clearly waon.

organizations including the
hation Picture Association

— m—— |

rvously

The electronee break-in was only
the latest 1o a series of incidenis that
have plagued (he National Aeronag-
e arsd tratian,
ATET, and the Memonal Shoan-Kel-
tenng Cancer Center, among others
Butl 1t appearcd o be the 1::551.
case el |r|.l.‘|:|l'|-l'rr|-|;l a b-l;lni.. i

vpIcIe -

FROM"NORWAY

court acquitted him on all charges, a ruling that comes as a crushing
blow to public prosecutors and entertainment giants.The case had been
widely described as a
"David vs Goliath" hattle,
pitting 16-year-old Jon Lech
Jdohansen from a small town
south of Oslo against huge

i ———

First published: OF Jan 2003, 10:58

'DVD Jon' scores huge legal

Elisabeth Staksrud,
unication, Univ. of Oslo
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Parental mediation in Europe

Parents who have set rules for using different media

20,0 -

(in % of parents, whose children use the internet; EU 25)

- = TV
el | i

70,0

T =

-t =

Among EU Kids Online 25
participating countries only

- I A A three mentioned rules against
00— ———_——o——=¢_ downloading files as strategy
0 e — _ ~. of parental mediation in use,
q i L and only one country
- gk o (Norway) mentioned rules
w8 o | against foul language/”bad”
100 . behaviour as a strategy of
. | | parental mediation.

0-Syrs B-7Tys 2-Bys 10-11 y1= 12-13 1a-15y1s 18-17 yms

Source; Eurobarometer 64.4 — Special No. 2300 Safer Infemmet, December 2003, basis. parentsiguardians with chiidren

iess than 18 years.

zlisabeth Staksrud,
.ation, Univ. of Oslo
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Rules set by parents 2006 vs 2008

*No parent (2003/2006/2008) believe that

Not allowed to copy words/pictures from someone else's website | . . . .
Py g 2% their child has bullied someone online Lo

without their permission |
Not allowed to say insulting things, in IM or e-mails 7

Not allowed to meet in person someone they only know from the 7 6% 1% (2006) -29% (2008) of parents believe
Internet . . .
that their child has ever illegally
downloaded or fileshared any type of
content

<=

* Children (2008) claim to have more rules
than their parents claim to have set:

#23% say they are not allowed to
download software

#22% are not allowed to copy info
#14% are not allowed to download
music or movies
sOverrepresentation of non-regulary
users (less than once a week) and
those from 2-parent homes among
those children claiming to have rules
regarding Internet usage

Not allowed to buy anything online
Tell parents if the child finds something on the Internet that makes
them feel uncomfortable

Ensure access equitably shared among family members

Not allowed to download music or films

Do not know

Not allowed to download software

Rules set by parents

Not allowed to talk to strangersin chat rooms

Keeping phone lines free at certain times of day

Not allowed to visit pornographic websites
Not allowed to give out any personal information
There are certain sites my child is not supposed to visit

Other rules
Rules about how much time the child is allowed to spend on the
Internet

B 2006 (N=493) 0 2008 (N=263)

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Illegal

Children who believe something
but still plan to do it in the future
(9-16 years)

Gamble

Buy products or services

Watch websites with hatefull content

Watch pornography

Lie about others

Pretend to be someone else

Publish pictures of your friends

Bully others

Download/fileshare music you have seen in the shops

Percieved illegal activity planned to do in the future

Download/fileshare games you have seen in the shops

Read about how to make a bomb

% of Children Eli
Dept. of Media & Communicat|



by age

Activities believed to beillegal and intended to do in the future

(9% UNIVERSITY
OF OSLO

32355

None of these things are illegal 25%
Bully others

Lie about others

Watch websites with hatefull content

Read about how to make a bomb

Pretend to be someone else

17%
S
34%
Watch pornography Fw‘f

0
Download/fileshare games you have seen in the shops w 45%

5T%
Publish pictures of your friends F’ﬂ%—‘ ’

W 9-12 years W 13-16 years 0 17-28 years

. 60%
Buy products or services W

Download/fileshare music you have seen in the shops

0

" 2008

10% 20% 30%

40% 50%

%of children

60% 70% 80% 90%

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo



Online activities believed to beillegal and planned to do in the

future

Bully others

Watch websites with hatefull content

Lie about others

Read about how to make a bomb

Gamble

Watch pornography

Pretend to be someone else

Do not know

Download/fileshare games you have seen in the shops

None of these things are illegal
Publish pictures of your friends

Buy products or services

Download/fileshare music you have seen in the shops

UNIVERSITY
OF OSLO

Planned (percieved) illegal activities
by gender

2%

7%
3% mBoys mGirls
10%
3
i 6%
3%
13%
6%
: 17%
7%
35%
10%
B 13%
12%
0
150
41%
6%
g% )
38%
A%
40%
42%
Q08
A%
10% 20% 30% 40% 50%

% of children

60%

Elisabeth Staksrud,

Dept. of Media & Communication, Univ. of Oslo
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Deviant practices among
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frequently defy parental rules

17-18 years

Started to use 9-12 years
Started to use in school

13-16 years

Started to use 13+ years
PCplaced in childs room

Use the Internet daily

Started to use at a friends house
Boys

PCplaced elsewhere

Started to use at home

Total 9-16 years

Started to use before 9 years
Girls

Use the Internet less than weekly
PC placed in family room

8-12 years

Use the Internet weekly

28%
2%
21%
21%
19%
19%
18%
18%
17%
14%
14%
12%
11%
11%
10%
9%
3%
1% 2008
50 10% 15% 20% 2506

% of children who have used the Internet frequently without permission

Eli
Dept. of Media & Communicat|



Deviant practices among children:
Bully others online

Variables

Started to use 13+ years
17-18 years
Started to use in school
Started to use 9-12 years
13-16 years
PCplaced in childs room
Use the Internet daily
Boys
Started to use at a friends house
PCplaced elsewhere
Total
Started to use at home
Started to use before 9 years
Girls
PCplaced in family room

Use the Internet weekly 5%

8-12 years 3%
Use the Internet less than weekly 2%

26 %

25%
23%
23%
21%
18%
17%
15%
15%
14%
13%
12%
12%
11%

31%

[ 2008 (N=939)

0% 5%

10% 15% 20 % 25%

% of children

30%

Eli

Dept. of Media & Communicat|
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Deviant practices among children:
posting racist comments online

Sy

Started to use 13+ years 157 %

Parent has university exam ] 22 %

13-16 years 122 %

Use the Internet daily 117 %

Started to use before 9 years ] 16 %

PC placed in family room ] 16 %

PC placed in childs room ] 16 %

Parent born in Norway ] 16 %

Boy ] 15 %
Total 114 %

Variables

PC placed elsewhere ] 14 %

Girl 113 %

Started to use 9-12 years 111 %

Parent does not have university exam ] 10 %

Use the Internet less than weekly 19 %

Use the Internet weekly 8 %

Parent born outside Norway 7%
g 2006 (N=859)

9-12 years 5%

0% 10 % 20 % 30 % 40 % 50 % 60 %

% of children

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Deviant practices among
Publish pictures of others without their
permission

17-18 years 25%

Started to use 13+years 23%
Started to use in school 22%
13-16 years 21%
Started to use 9-12 years 18%
PC placed in childs room 1%
Use the Internet daily 17%
Started to use at afriends house 16%
Girls 16%

PC placed elsewhere 15%

Variables

Started to use at home 13%
Total 9-16 years 12%
Started to use before 9 years 12%
Boys 11%
PC placed in family room %
Use the Internet less than weekly 5%

Use the Internet weekly 3%

8-12 years 2% 2008

5% 10% 15% 20% 25% 30%

Eli

%of children
! Dept. of Media & Communicat
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Deviant practices among children:
Produce and distribute pornography

17-18 years ] 14 %

Started to use at a friends house 19 %

Started to use 13+ years 19 %

Use the Internet daily 18 %

Started to use in school 18 %

PCplaced in childs room 18 %

Started to use 9-12 years 17 %

Started to use before 9 years 16 %

PCplaced elsewhere ] 6 %

Variables

Girls 16 %

Boys 16 %
13-16 years 16 %

Started to use at home 15 %

PC placed in family room 14 %
8-12years 1%
Use the Internet weekly |0 %

| O 2008 (N=838)
Use the Internet less than weekly |0%

0% 2% 4% 6 % 8 % 10 % 12 % 14% 16 %

% of children

Question posed: Have you ever taken a picture of yourself without clothes and districuted to others via your mobile phone?

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Summary of findings:

« Lack of public awareness and parental input
regarding illegal conduct online

« Children do not have a correct understanding of
what is illegal — or what is legal

* Increased belief (2006 — 2008) that "everything” is
llegal, decrease only for porn, bombs & publishing
among the 13-16 year olds

« All planned deviant/illegal actions increases except
buying things and pretend to be someone else

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Summary of findings:

« Deviant practices increases with age — except pretend to be
someone else and watch pornography

 Boys plan and do more deviant actions than girls, except
regarding publishing pictures of friends (girls+) and produce
and distribute porn (same)

 Most deviant in general are the oldest children, the late
starters (outside the home) and the regular users

o Least deviant are the youngest, the rare(r) users, girls
(except publish pictures) and those with the computer placed
In a family room

o Parental education and background matter for racist
comments

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Recommendations

 Promote early adaption and ensure access,
competence and confidence among the youngest

e Give parents advice on how to create awareness
with their children regarding various risk issues —
even If those issues do not seem relevant for the
parent (it is never their child) or the age of the child

* Accept that children will and should encounter some
online risks in order to develop skills and resilience

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo



Increase of access to and frequency of use
of online media stops around 12/13 years
due to ceiling effect

" . / o . _:_EGU;; *Classification of countries according to
* ' s Ik - - 4- Growp? percentage of children who access the Internet at home
- ' / A L - 8- Gop3 Group 1 (more than 80%): NO, IS, NL, SE, DK, SI, BE, DE
./ R - Group 2 (58%-70%): UK, EE, IE, AT, FR, CY, CZ, IT, ES
10 . : - Group 3 (less than 50%): PL, GR, PT, BG
d
=05 B-Tyrs. S9ws. | 10-11 yra. I 1213 yra. I 1£-15yr=. | 18-17 yrs.

Source: Eurobarometer 64 4 — Special No. 250 Safer Internet, December 2005, basis: parents/quardians with children
less than 18 years.
Elisabeth Staksrud,

k. vept. o1 Media & Communication, Univ. of Oslo
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Challenges:

e Some of our common safety advise (e.g. pretend to
be someone else) is in conflict with:

- what many children think is legal
— the nature of most social networking sites

* Between 50%-75% of children are criminalized
because their perception of what is acceptable and
reasonable does not fit current legislation (e.qg.
download music)

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Arficle history

Children as young as
internet networking sit
with, police revealed vy
children to be wigilant
Cornwall, were targete

l

y=

Mood: busy @
View My: Pics | Videos

-y

Male

32 years old
Santa Monica,
CALIFORNIA
United States

Last Login:
10722/ 2007
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Sources and contact info
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e Elisabeth.staksrud@media.uio.no

« EU Kids Online project can be found at www.eukidsonline.net

e Statistical bases: SAFT 2003 and 2006 and Trygg bruk 2008,
Norwegian Board of Film Classification

e MMS pictures used with permission from Eivind Lentz

e References:

Hasebrink, U., Livingstone, S., & Haddon, L. (2008). Comparing children's online
opportunities and risks across Europe: Cross-national comparisons for EU Kids
Online. London: EU Kids Online (Deliverable 3.2.).

Lentz, E., Bing, J., & Hoel, A. S. (2007). MMS TV. [Oslo]: Multi Press.

Staksrud, E. (2008). Children as online (ab)users. Paper presented at the LSE
Media Communication and Humanity Conference, London

Staksrud, E., Brandtzeeg, P. B., Hagen, I., & Wold, T. (forthcoming). Online
bullying and harassment [working title].

Staksrud, E., & Livingstone, S. (2008). Children and online risk: Powerless
victims or resourceful participants? . Paper to be presented at the AolR

Copenhagen, October.

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo
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Method — parent survey

Target:

Parents with children between the ages of 6-16 with an Internet

connection in the household. (23% of Norway’s population.)
Method:
CATI, telephone interviews.

Data collection period:
28.11. - 11.12 2005 and 26.11-10.12 2007

Number of interviews:
802 interviews (2006) and 708 interviews (2008)

Weighting:
The results are weighted based on gender, age and.geQgraphy,sisoan saksud,
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Method — Children survey

Target:
Children between the ages of 9-16
Method:

Self-completion questionnaire in classroom situation at school |
(no teacher or parent present)

Data collection period:
23.1 - 8.2 2006 and 03.12.07 — 04.01.2008

Number of interviews:
888 interviews (2006) and 786 interviews (2008) + 142 (17-18 years)

Weighting:
The results are weighted based on gender, age and geography.

Elisabeth Staksrud,
Dept. of Media & Communication, Univ. of Oslo



